
TAKING CONTROL
OF YOUR SMART HOME

STRATEGIES FOR REGAINING CONTROL

Generally, these devices can be controlled remotely via a phone app. This would allow anyone with access to your 
accounts to use your smart devices and systems to monitor your home, turn lights and appliances on/off, adjust 
the temperature, play music or sounds, trigger alarms, or lock/unlock doors. 

COMMON INTERNET-CONNECTED DEVICES

Turn off devices when
you’re not using them. 

Disconnect devices that don’t
need to be connected. 

Factory reset the 
devices. 

Change your account 
passwords and security se�ngs.

Contact the manufacturer to 
change who has account access.

Replace the devices. 
Change your WiFi 

password. 
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PRICE WHERE TO FIND ITPRODUCT/SERVICE

Firewall

An�virus 

VPN

Password Manager

Cloud-Based 
Storage 

h�ps://www.zonealarm.com/
so�ware/free-firewall/Free / $24.95 per year

Free / $69.99 per year

Free / $5 per month

Free / $2 per month

Free / $5 per month

h�ps://www.avast.com

h�ps://www.tunnelbear.com

h�ps://www.lastpass.com

h�ps://www.google.com/
drive

Web Encryp�on
Chrome Extension 

Free h�ps://www.eff.org/
h�ps-everywhere
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Webcam Cover $5.95 h�p://www.c-slide.com/
webcam-covers

USB Security Key h�ps://www.yubico.com/
store$20 - $60

PALOMAR’S PICKS 
FOR DIGITAL SAFETY 


